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“Discovery, presenvation, and production
of electrenic data Is ene of the leading

legal Issues facing| not enly corporate
America but alse gevernment.”

Shirley' S. Abrahamson, C.J.

Inire Jehni Dee Proceeding, 272 Wis. 2d 208, (Wis. 2004)
(Abrahamson, C.J., cencurrng).






= Primary Sources of Electronic Discovery

Mainframe, PC & lap-top hard drives,
databases, emall, Instant messaging, Wekh
senvers, and P.D.A.s.

s Hidden Seurces of Electronic Discovery
Deleted files: deletion Is not destruction.

Metadata: information about document
creation and! revision.

Legacy Data: Infiermation left ever from: eld
applications.



Up to 90% of Information IS now
created electronically.

35% 10 70% ) of electronic
Information Rever reaches hard

COPY.
Discoverny ofi e-mail now: 6CCurs In
the majoenty: of iederall civil cases.

Electronic discoveny: often Invelves
remendous Cost.



Federal discovery rules apply eqgually to the

production of electronic evidence. Rowe
Entertainment, Inc. v. William; Morris Agency, Inc., 205

F.R.D. 421 (S.D.N.Y. 2002).

Locall jurisdictions Increasingly reguire counsel
10 Understand the types oft data a client has; and
What IS required: to retieve that electronic
Infermation.

Fallure te produce can result 1 harsh sanctions:
About 65%) o Sanclions regquests are granted.

Companies often dornot knew what they.
POSSESS, andi few: are prepared te respond
adeguately.



e DUty  FerPrESERn/E



The Duty to Preserve Evidence:

Zubulake v. UBS Warburg LLC, 220 F.R.D. 212, (S.D.N.Y.
2003) (Zubulake: IV):

E  [he duty te presernve anses When a party.
ieasenably anticipates, litigation. See also Broccoliv
Echoestar Comms. Corp., 229 E.R.D. 506 ([D. Md. 2005).

®  Duty covers any infermation:

Relevant to the claims or defenses of any: party,
“relevant te the subject matter,”

‘reasonanly calculated terlead te the discovery: of
admissible evidence,”

“reasonanly likely torbe requested during discovery,”
and/or the “subject ofi a pending discevery. request.”



Deleted electronic records are discoverable.
Dodge, Warren & Peters Ins. Serv. v. Riley, 130 Cal Rptr. 2d (Cal.

App. 2003).

TThere are special rules for “key players.”

Back-up tapes ofi “key. players: shouldl be preserved.

Failure to notify and fully inform key: players may: resuit

I an order of contemjpt.
Landmark Legal Found. v. ERPA; 272 E. Supp. 2d 70 (D.D.C. 20038).

TThe Duty te Presenve Is Ongeing Once a
Jitigation held™is/in place:
A party must ensure that allfsources of poetentially,

ielevant infermation are placed “on holad.”

Zubulake v. UBS Warburg LLC, 2004 WL 1620866 (S.D:N.Y. July
20, 2005), (Zubulake V).



When must a party reasonably anticipate litigation?

Recelpt of a discovery request or the filing of a complaint.
Applied Telelmatics v. Sprint Cemms. Co., 1996 U.S. Dist. LEXIS
14053 (E.D. Penn).

A preservation erder iIssues. Keirv. UnumProvident Corp.,
2008 U.S. Dist. LEXIS 14422 (S.D.N.Y.).

Service of a subpeena. Arthur Anderson LLP'v. United States,
544 U.S, 696 (2005).

A complainant threatens litigatien. Testa v. Wal-Mart, 144
F.3dl 173! (st Cir. 1998).

Atterney reguests information concerning a dispute on

pehalf of a client. Binzler v. Marriott Int’l Inc., 84 F. 3d 1148 (dst
Cir. 1996)).

A complaint by an empleyee e a direct SUPErvIisor.
Broceollv. EchoStar Comms. Conp., 229 E.R.D. 506 (D. Md. 2005).

Recelpt of a preservation letter.



Preservation letters:

Provide counsel with the means to trigger
another’'s duty to preserve.

Place the eppesing| party, o a thind party, en
notice that electronic discovery will lbe
Impertant 1n the litigation.

May: circumvent need for' a presernvation

Order. Inre Cell Pathways, Ine. Sec. Litig., I, 208 F.R.D.
189 (E.D. Pa. 2001).

Letters alse allew parties to Werk eut
discoverny reguests without invelving the
court, consistent with the: prnciples; of
proposed Eed. R. Civ. P. 26.



m Preservation Letters should:

Remind the other party that the rules prohibiting the
destruction of evidence apply equally torelectronic
evidence.

Remind the other party that Its duty. te presenve
evidence extends to ceasing data destruction and
ackup tape recycling policies.

State that youlbelieve that the party has elecirenic
Infermation that will' be ani ireplaceable source of
matenallevidence in the upceming litigation.

Glve a focusea description ofi Slch seurces and the
types of electronic evidence sought.



Oiner buties o Counsel



Counsel also have a duty to:

= | earn the nature and contents of electronic
iInformation held by a client.

= Advise the client on the legal significance of data
letention.

m Advise the client regarding| the characteristics of
an approprate dispesal policy.
Reducing the lengevity: and scope of retention| Is; net
speliation until“the path tollitigatien Is clear and
Immediate.” Hynix Semiconductor v. Rambus Inc., 2006 WL
565893) (N.D. Cal.).
IHewever, when litigatien Was anticipated, such a

change In practice falls under the crnme/iraud

exception to privilege. Rambus Inc. v. Infineen Technoelogies
AG., 222 E.R.D. 280 (E.D. Va, 2004).



Counsel also have a duty to:

= Take affirmative action to ensure a client’s
compliance with' preservation reguirements.

Learn client's document retention policies.
Speak with knowledgeahle technolegy: persennel.

Tinallcounsel ane obligated to iaentify key playersiin

conjunction with In-heuse counsel. Cardenasiv. Dorel
Juvenile Group Inc., 2006 WL 1537394 (D. Kan.).

Tiral counsel have a duty terensure: that client
empleyees are infermed ofi thelr preservation
obligatiens, and competently, ethically ana diligently.
comply with them. Id. Evidence of active
enfercement, Including randem: audits, may.: e
lequired.

Review alll decuments net enly for privilege, but for
Indications that other unidentified relevant
documentation may: exist. Id.




Uninformed Review Practices Invite Sanctions

= A lawyer opening a file te review. for discoverny,
O)f cutting| and pasting Information, potentially:
destneys metadata. Such actions, eften
conducted in an attempt ter comply with
discovery, likely: ovenwrite: or erase file patns,
amendment data, ete., which may: legally: be
speliation.

m SImply collating records may: net suffice.
Eerensic review: ofi duplicated seurces, Which
letains metadata that cellation leses, may: new.

e becoming the standarnd expected.



An Outline Litigation Plan should be prepared in
advance, and include:

A register of data sources - PDA’s, Laptops, home
offices, thumi drives, etc.

\What systems, applications and databases has the
company. used, and when? s legacy data
accessible?

Key: players, Where they store data and what
applications they have authoxty to access.

Eile-naming and save lecation rules and enforcement
ofi these.

On-going routine records management practices.

A database ofi employees, ex-employees; and others
With; access toridentified systems for identified time
PEriods.



CoenRsSeduences of Eaiune
10 Plesenve



Failure to preserve electronic evidence
can result in the following sanctions:

Dismissal

AdVerse Inference instruction

Striking ofi pleadings

Monetany sanctions

Default judgment

EXCIUSION O eXpert WItness testimoeny.



Dismissal —

Kucala Enters. Ltd. V. Auto\Wax Co., 2003 WL
21230605 (N.D. lil.):

Plaintifii ran the “Evidence Eliminator*
software programi claimed te “clean®
computer hand drives ofi “deadly evidence.”

TThe court dismissed: the case with prejudice
and ordered the plaintiif te pay: the
defendant’s atterneys: fees.



Adverse Inference Instruction —

Zubulake v. UBS Warburg LLLC, 220 F.R.D. 212
(S.D.NLY. 2003) (Zubulake V).

Key: player deleted relevant e-mails despite directions
fliem counsel, and never preduced potentially:
relevant infermation te counsel.

“Ifiyeu find that UBS could have produced this
evidence, and that the evidence was Within: Its
contrel, and/ that the evidence would have been
materal i deciding facts in; dispute In this case, you
ane permmitted, but net required, to infer that the
evidence would have been unfavorable to UBS.”



Striking the Pleading —
QZ0O, Inc. v. Moeyer, 594 S.E. 2d 541 (S.C. Ct. App. 2004):

After refermatting his computer, the defendant
turnedi ever discevery seven days aiter
lemporany restraining erder hadl been Issuead.

The lewer court Imposead sanctions and struck
the defendant’'s answer. This decision was
affirmed onl appeal.



Monetary Sanctions —
Coleman Parent Holdings Inc. v. Morgan Stanley, 2005 WL
674885 (Fl. Cir. Ct.):

Defendant certified compliance with plaintifi’s discovery
reguests. Later plaintifff learned of 1,600 undisclosed

tapes.

Juny Instructed torconsider misconduct I awarding
punitive damages. Result: $850 million punitive and
$604 million injcompensatoery damages.

But compare E & J Galle Winery v. Encana Energy Servs.,
Ine., 2005 WL 3709885 (E.D. Cal.):

Counsel repeatedly mirrered legitimate diScovery
motiens by the' plaintifl, regardless of ment.

Use of discovery moetions as retaliatory weapon to harass
and divert the plaintiif will' not be tolerated.

$102,079 sanction Impoesed on defendant’s lawyers.



Default Judgment —

Krumwiede v. Brighten Assecs. LLC., 2006 WL
1308629 (NLD: 1117):

Plaintiff long| resisted! handing lap-top to expert.

Eound defendant had used delay: to destroy.
evidence.

Plaintifif claimed legitimate explanation but placed
lap-tep withr a third party’ and refused (o seek Its
returnn.

Court founal e was “hiding the ball,” disceming a
pattern off ehstrliction amounting te blatant contemypt.

Defendant granted judgment en Its; counterclaims, a
trial en the Issue off damages, all costs and fees
relating to the sanctions motion, and attorney fees
for the whele litigatien.



= Exclusion of Expert Testimony — U.S. v. Philip
Morris USA, Inc., 327 E. Supp. 2d 21 (D.D.C. 2004):
Defendant disoheyed presernvation order oy
CONtINUING to erase emails that were: sixty.
days old enia moenthly: Pasis for twoyears
after the erder was granted.

The court barred wWitnesses that fialled to
comply with the order for preservation from

[estiying.
$3 million In sanctions awarded.






Cost-Shifting Case Law

Generally, each party bears its own discovery.
COSts even If it IS very costly; however, cost-
shifting may. be available in seme situations If
Cerntain tests are satisfied.

m [he Marginal Utility Test: the more likely the
searnch will discever criticall infermation, the
falrer It 1s o) have the responding party. pay.
COSTS.

m  McPeekv. Abbett, 202 E.R.D. 31, 50 (D.D.C.
2001): Court ordered a “sampling™ of
leguested infermation from back-up tapes: If
the sampling produced a significant amount of
iespoensive decuments, expanding the search
would be apprepriate.



Cost-Shifting Case Law:
Rowe Entertainment, Inc. v. William Morris Agency, Inc., 205

F.R.D. 421 (S.D.N.Y. 2002):

Eight-factor test that incorpoerated the Marginal Utility: Test:

4.

2.
)

“The less speclfic the requesting party's diSCovery
demands, the more approprate it Is to shift the costs.”

Likelinoed of discevering materall data.

I informationi Isiaccessible in another format at less
expense, costs probably will net shiit.

I informationiis curnrently used in the course of busIness,
this welghs against cost-shiiting,

[ respondent benefits, cost-shifting less justified.
L_eW COSt Of preduction Welghs against cost-shiiting.

The relative ability’ off each party to control its own costs:
“place the burden on the panty that will decide hew,
expansive the discevery will be.”

Ifhe relative resources of the parties.



Cost-Shifting Case Law:
Zubulake v. UBS Warburg LLC, 217 F.R.D. 309 (S.D.N.Y. 2003)(Zubulake I):

Held Rowe did not take adeguate consideration ofi Rule
26. The court disregarded two Rowe factors:

The specificity ofi request (factor 1).
TThe respending party’s purpese for retaining data (factor 4).

New: Seven-Factor Test:

~Ner 1 W N

Specifically tallored to discover relevant infermation?

IS the Infermation availakle frem other Sources?

Cost of production;, compared o' ameunt In Controversy.
Cost of preduction, compared: to [eSOUICeS of each panty.
Abllity: and Incentive of each| party to controll costs.
Importance of the Issues at stake Inithe litigatien.

Relative benefits to the parties off ehtaining the
Infermation.

TThe Eastern Distrct has adopted the Zubulake seven-

factor test. Hagemeyer North American, Inc., v. Gateway Daita
Sciences Corp., 222 F.R.D. 594, 602-03 (E.D. Wis. 2004).



Cost-Shifting Case Law:
Zubulake v. UBS Warburg LLC, 216 F.R.D. 280 (S.D.N.Y. 2003)

(Zubulake III) - addressing sampling ordered in Zubulake |

Cost-shifting Is generally “appropriate only when
Inaccessible data Is sought.” Applied the seven factors
o the evidence obtained from the sampling;

Found that relevant data Was Impreperly: erased.

“The cost ofi accessing those documents may. be
ONEereus, and In Some cases the parties should split the
cost of breaking Inte the safe. But once the sale Is
opened, the preduction ofi the documents feund Inside IS
the sele respensibility’ of the respending| panty.”

Respondent shouldialways bear the cost of reviewing
and producing data cenveried to an aceessihle fierm.

Producing party has the exclusive ability torcontrol
e cost of reviewing the documents.

Once the data isinfaniaccessible format and
iesponsive documents located, cost-shifting Is no
longer appropriate.



Cost-Shifting Case Law:

Wiginton v. CB Ellis, Inc., 2004 WL 1895122 (N.D. lll.)

= Addressing the results of a sampling ofi an iInaccessible

source (back-up emall repoesitory) conducted by an
electronic discovery service.

m Plaintifi and the defendant each chose four search
tferms.

Ap

oliedi the Rowe and Zubulake factors:

= Added a factor: the Importance of the reguested

discovery in reselving the Issues ofi the litigation.

m [[he “marginall utility facter” Is; the most Important
factor, fellowed by the specificity’ of the reguest.

“the more likely it 1s that relevant infermation will be
discovered, the fairer It IS/ tormake: the responding
party’ pay: for the infermation.”



PrepesSEd AMENGmMERts 1o
herEederaiiRules



Proposed Amendments to the Fed. R. Civ. P. -
Effective December 1, 2006.

The rule changes are intended to:

= Ensure focus on electronic discovery Issues at the
earliest stages of the litigation precess: Rules 16
and 26(1) and Rule 26(a)(1).

® [mprove management of discovery of Inaccessible
data: Rule 26(19)(2).

m Create procedure for asserting privilege post
production: Rule 26(15)(5).

m Clarify sanctions rules In circumstances not
encountered in paper-hased discoveny: Rule 37.

= Clarify rules relating to reguests, for production of
electronically stored infermation: Rules 33 and 34.



Early Focus on Electronic Discovery.

m Aimed at Incentivizing early: and efficient
discoverny: of electronic Infermation.

m Parties required to discuss any ISSUEes relating to
electronic discovery during pre-trial conferences,
Including Inaceessible data.

m Parties may agree that privilege may: be
asserted post production.

m Such agreements may be included in'a Rule
16(19) eraer.



Rule 26(f) - Pre-Trial Discussion of Inaccessible Data:

The parties should address the balance between the need
to preserve relevant evidence and the risk that material
cessation of computer eperations could paralyze activities.

fhe parties should weighi the burden or cest ofi oltaining
Infermation from different available Seurnces.

TThe parties ane explicitly directed to discuss the form
discovery shall take.

Tfhe discovering palty sheuld stipulate a reasonanle form;
otherwise the respondent must give netice of the ferms; it
iIntends to utilize.

Failure te comply withi fermat rsks the respondent having| te
lepreduce the infermation Infa second fiermat, at Itsiown
COSL.

fhe requirement te disScUss presenvation| s not a signal fier
COUILS te grant preservation erders routinely.



Inaccessible Data Sources - 26(b)(2)(B):

m Best Practice established as a two-tiered methodology:

1. ldentify iInformation available from accessible
SEUIrCes.

2. [Determine Whether It IS, actually necessary 1o search
any of the harder-to-access SoUrces.

m  Respondent identifies sources of electronic infermation
not readily acecessible hecause of undue burden or Cost.

® Respendent must identify iInaccessible seurces not
searched or produced, by categoery and type, sufficient
that the reguesting party can estimate the cost and
prokanility of finding pertinent iInformation.

® Respendent bears the burden of shewing burden or Cost.
m Court may still order discevery for “geed cause.”



Sampling of Inaccessible Data Sources - Rule 34(a)(1):
m Subject to burden testing:
The specificity of the discovery reguest.

TThe guantity of infermation available frem ether, more
ieadily’ accessible seurces.

Didl similar infermation exist inf accessible Sources; hut
since has beenlost before being discevered?

IS the Infermatien petentially: available fromianether
sournce?

Likely: materiality: off informatien from the seurce in
guestion.

Tihe Importance of the ISSUESs, In Contioversy.
fhe resources of the parties.

TThe reguestorsiwillingness te assume all or part of the
COSIS of aceess.



Assertion of Privilege Post Production - 26(1)(5)

Framework designed to enable voluntary agreement on
procedures enabling disclosure of electronically-stored
Information witheut waiver of privilege.

Recognition ofi the significant costs and delays stemming
fiion the need Lo Screen prior te diSscovery.

Establishes a default procedure. Where infermation Is
disclesed that Is properly: subject o pretection:

Ifhe party asserting proetection may: notify. recipients,
Whoe must then return, destroy, or sequester the
Infermation; prompily.

[ the recipient disputes the assertion, the infermation
may be deposited under seal with the: court for
determination of the clain.



Sanctions: A Very Limited Safe Haven for Good
Faith, Routine Operations - Rule 37(T)

= No sale haven for intentional destroyers of information,
pecause a goed faith requirement applies.

BUT

It IS Unrealistic 1o expect parties te cease all reutine
Infermation systemi eperations as soen as they.
anticipate litigatien may: eccur.

Tihe result would be even greater acecumulation; of
duplicative andiirrelevant data, inecreasing the cest and
time burden ofi review and delaying preceedings.

®  Once on notice ofi the need te presenve, the saile harber
only: cevers the gap between netice anadlreasonanle anility
to Implement. Routine losses heyond that peint are likely.
e speak te had faith and spoliatien, stiggesting Sanctions.



Sanctions - Rule 37(f)

Routine Operations include:
Recycling of back-up tapes.
Recycling off operational matenal (video
survelllance ete.).
Automatic evenwriting of deleted data.
Auteomatic deletion of e-mail net accessed
Within: pre-defined time penoad.
Auteomatic updating o metadata threugh
normal usage.

Dynamic datalnase infermation updated.



Sanctions - Rule 37(f)

m A suspension of routine activities to preserve evidence Is
often termed a “litigation hold.”

®  Rule 37(f) dees not speak to litigation helds, but actions to
Implement such helds do suggest goeed faith.

® [he scope of the litigatien held may: e agreead vy the
parties during pre-trall discussions on data preservation
mandated by amended Rule 26(1).

m [ifloss eccurs in good faith, the revised rule permits
sanctions enly “in exceptional circumstances.”

Party seeking sanctions must shew! that the less IS
nighly prejudicial to Its cause.

Eveni then, sanctiens should enly be to a levell sufficient
o remedy such prejudice.

Severe sanctions are generally te be restricted to
Situations where bad! faith or reckiess behavior s found.



Proposed Fed. R. Evid. 502: Waiver of Privilege

Rule 502 Is the necessary counterpart to the civil
procedure amendments on waiver ofi privilege.

Inadvertent production| of atterney/client o work product
protected information not to; constitute waiver If:

Disclosure was made: Inf connection with federail
itigation,

REspondent took reasonable precautions tor prevent
disclosure, and

Respondent took reasonably prompt measures on
Pecoming aware of the disclosure! te) rectify the enror.

An agreement ofi the parties on the: effect of disclosure on
privilege will e binding on the parties to that agreement,
and en other parties It s reflected in a court erder.



Rule 502: A Caution

No guarantee ofi final form, or date ofi federal applicability.

Cannot bind state courts without statutery enactment by,

Congress. Unless this eccurs, state courts may. elect not to

enfonce waiver agreements.

Can prudent ceunsel enter Inte agreements avelding waiver

WhHen anether court remains free toer held walver eccurred?
One court has stated that “[wjithout sucha definitive
fuling no prudent party would agree to follow: the

procedures recommenaded.” Hopson v. Mayoer and City Council
ofi Baltimere, 232 E.R.D. 228, 234 (D. Md. 2005).

Witheut Rule 502 willfthe civil precedure amendments
succeeed In reducing the cost and time burdens asseciated
withr handling the prvilege Issue In electronic discovery?



DISC O\/r‘f/ conierences
rJdcly



Discovery Conferences Today

Conferences must be in person: e-malil

exchanges will net suffice. Liebel-Flarsheim v. Medrad
Inc., 2006/ Wi 335846 (S.D. Ohio)

Respondents must e able tecandidly diSCuss
What they pessess, and olstacles to search
and retrieval.

Reguesting parties need to e able te anticulate
the objectives of discovery reguests clearly.
Courts may deny. ieguests that de net enanle

potentially: relevant infermation te e identified.
See, e.q., Wright v. AmSouth Bancorporation, 306 F.3d 1198/ (2
Cir, 2008)



Discovery Conferences Today

Respondents must identify relevant
accessible sources and state inaccessible
Ones by categoery and type to enable the
leguestor to) evaluate the benefits and costs
of discovery from such Sources.

Parties may: reguest an opportunity to
sample materials subject to burden testing
Under Rule 26() and (¢). Courts will
consider relative burdens and pPenefits of
sUchia reguest.

[Discevery of Inaccessible materals may. be
erdered for gooead cause.



Discovery Conferences Today

Reqguestor should identify the format in which
electronic discovery Is desired.

Reguestor should also explicitly identify any,
types of metadata seught.

Both parties should identiiy, key: playersand the
Individuals; respoensible for extracting pertinent
Infermation.

Both parties should adaress presenvation; ISSUes.
Parties should discuss cost allecation.

Parties should agree upen Walver of privilege
and/or Use of experts.




Plodlcton RUles



Production Is reguired only once:

A reguesting party is only entitled to preferred form If it

specifies that form. Noerthern Crossarm v. Chemical Specialties
2004 WL 635606 (W.D. Wis.) (a request for ani electronic format, after
production of 65,000 emails in paper ferm, Was too late).

Unless the onginal discevery reguest stipulates a specific
electronic form, prnt-euts that mimic the ferm in Which the

data Is electronically stored will satisty discovery. India
Brewing, Inc. v. Miller Brewing Co., 2006/ WIL 2023396 (E.D. Wis.).

Reguestor should bear reasonable costs for reviewing

duplicated data for prvileged matesnals. Dodge, Warren, &
Peters Ins. Servs. v. Riley, 130 Cal.Rptr.2d 385 (Cal. App. 2003).

Duplicative discoverny is inapprepriate unless: plaintifis

assume the cost. Lipco Electrical Corp. v. ASG Consulting Corp.,
2004 N.Y. Misc. LEXIS 1337 (N.Y. Sup. Ct.).



Cost-Shifting Post Amendments

= Still generally applicable only to inaccessible data.

= Respondent must identify iInaccessible sources, by
type and category.

s Respondent needinot search initrally;, but has

purden of justiiying Inaccessinility.

® [f shewn, enus shifts to reguesting party. to: shew.
marglnal Utility’ off searching Inaccessinle sources.

= Rule 34(a)(1) enshrnes sampling te allow betier
evaluation.

m Rewe, Zubulake and \Wiginten type bhalancing tests
endorsed.

= Rule 26(1) requirement that such ISSues be
addressed In pre-trial conferences.




Normal business form:

Disclosure responsive to reguests, made in the form in
which it was kept, satisfies the respondent’s duty.
Eastman Kodak Co. v. Seny Corp., 2006 WL 2039968 (W.D.
N.Y.)

\Where decuments are kept enly 1n hard copy, the

plaintifii s net entitled te any: ether fermat. India Brewing,
Inc. v. Miller Brewing Ceo., 2006/ WL 2023396 (E.D. WIs.).

Substitutes may net sufiice:

Reguestor has the right to choese hetween fermats used
N the nermal ceurse of business. Failure to disclose
alternatives, or to provide the desired form, IS a breach| of

duty even where the alternate is functionally: eguivalent.
Inire Bristoll Myers Sguilkh See. Litig., 205 E.R.D. 437 (D.N.J. 2002);
Milwaukee Police Assoc. V. Jenes, 645 N.W. 2d 190 (Wis. App.
20J0)0) )



Back-up Tapes:

Although discovery from back-up tapes would
e costly and time-consuming, the responding
party had the burden of creating a retrieval
system that would be less burdensoeme. An
“othenwise gooed falth” discovery: reguest could
not be defeated In these Circumstances. Kaufman
V. Kinko’'s Inc., 2002 WL 32123851 (Del. Ch.).

Ilncempatinle Data:

Defendant Is obligated to produce the

Infermation in a reasenably Useahble femnm. Static
Control Compoenents, Inc. v. Lexmark Intl, Inc., 2006 WL 897218
(E.D. Ky.) (Defendant not entitled to use the unigue nature of a
computer system to preclude relevant and comprehensible

discovery).






Waiver of Privileges in Electronic Discovery

m  Approach 1: Lawyer cannot waive privilege

“T'he fact that such a document has been reviewed
Py counsellor by the expert shall not constitute a

walver of any: claim: ofi privilege or confidentiality.”
Rowe Entertainment, Ine. v. Willianm Merris Agency, Inc., 205

F.R.D. 421 (S.D.N.Y. Jan. 16, 2002).

\Wisconsin has fellowed Roewe: “[Al lawyer, without
the consent o knowledge of a client, canmnot waive
the atterney-client prvilege by veluntarily preducing
privileged decuments (Which the attorney does not

lecognize as privileged).” Hareld Sampsoen Children’s
Trust v. The Linda Gale Sample 1979 Trust, 271 Wis. 2d 610
(Wis. 2004).



\Waiver of Privileges in Electronic Discovery

= Approach 2: Balancing Test - Marrero Hernandez v.
Esse Standard Oill Ce., 2006 WL 1967364 (D. Puerio Rice):

\Walver determined by balancing test:

Reasonakleness of precautions te prevent
Inadvertent disclesure.

Tlime It took the producing party to recegnize
error.

fhe scope of the preduction.
The extent ofi the Inadvertent disclesure.
TThe everiding interest of fairness and justice.

The Importance of the prvilege demands great
carne. Lack of diligence! left the defendant with
neRoAY but itsell te blame.



Waiver of Privileges in Electronic Discovery

m  Approach 3: Party Agreement - Hopson v. Mayor and
City Counclil of Baltimore, 232 E.R.D. 228 (D. Md. 2005):

Parties encouraged to agree en a meechanism

enabling allewing claw-hack of matenals disclosed.

m Almed at accelerated disclosure and reduction of front-end
cost of screening for privilege.

Othenwise the court will determine a time scale and
the extent ofi electronic discovery.

Waiver will'not result frem production; of privileged
O Work product matenallinadvertently disclosed in
[eSpense to such order.

m Accords with the rationale adepted in the new
amendments to the Federal Rules off Civill Procedure.



Problems with Privilege Agreements

\Waliver Agreements have not always been honored:

i, when, and inwhat fern willl prepesed Eed R. Evid.
502 take effect, ana will it bind state courtis? Without
it, there IS no guarantee waiver agreements will lbe
nenored: by other courts.

Eelt tolead to sloppy atterney: review: and Improper

disclosure which could jeepardize clients. Koch
Materials Co. V. Shere Slury Seal Inc., 208 E.R.D. 109 (D.
N.J. 2002).

“Selective waiver”is not permitted: parties Waiver

agreement net enforced. In re Quest Communications
Intern. Inc. 2006 WL 1668246 (10th Cir.).



Other Means to Maintain Privilege — Independent Experts

By mutual agreement, respondent selects a computer
fierensics specialist ter conduct a relevancy review and
make a “mirror Image” of the respondent’s data seurce
Witheut waiver of privilege: or other legall protections.

Only empleyees of expert have access to equipment or
data.

EXpert provides detalled report ofi what Was Inspected,
extracted, andiimaged to each party and the court.

Respondent creates a prvilege log, befere production.

i a dispute anses, the infermation will remain en an
attorney’s-eyes-only basis until it Is resolved.



Other Means to Maintain Privilege — “Quick Peek”:

By agreement or court directed.

Often used when the requesting party has
More reseurces than the responding party.

DocUments produced witheut review.
Reguestor identifies Infermation It Wants.

Responding party then determines Whether
the reguested matenals ane privileged.




Caution — Direct Access By Other Parties

Unfettered access undermines privacy. Diepenhorst v. City of
Battle Creek, 2006 WL 1851243 (W.D. Mich.).

A reasonable expectation of privacy: exists. In re John Doe
Proceeding, 272 Wis. 2di 208 (Wis. 2004).

LLess intrusive eptiens exist: speciall master appointed to
letreve and identify any. relevant infermation for court
[eview). Inire Triton Energy Sec. Litig., 2002 WIL 32114464 (E.D. Tex.).

A reguest lacking adeguate undertakings reganding the
conduct of Inspection nsked harm te the data, system,
privacy and privilege. Fennell v. First Step Designs Ltd., 83/ F.3d/526
(dst Cir. 1996).

Absent a slhowing| of nen-compliance, sUch an INSpPection IS
merely a fishing expedition. Bethea v. Civ. Action Comcast, 2003
U.S. Dist. Lexis 21595 (D.D.C.).

Direct Aceess Is not justified to address the possibility. of
discovery misconduct. Fleeter v. City of Orlando, 2006/ WL 1000306
(M.D. Fla.).



ERSUNG DIscovered
lniermatien 1Is Admissiple



Caution: The Chain of Custody and Electronic Evidence

Electronic information is easily altered, and hence Is
particularly suspect If a chain ofi custody cannot be
established.

TThis preblem Is commonly associated with respondents;
NOWEVEY, any. requesting paiity’ granted access (o the
systems of anether, directly or via an expernt, should take
clear steps, to establish and log procedures that willflater
SUppert authentication.

Tfhe mere possibility’ of tamperng; does not arfect the
authenticity of electrenic Infermation witheut seme
evidence that alteration eccurred, United States v. Whitaker,
127 F.3d 595, 602 (7th Cir. 1997).

Unrebutted allegations of alteration; nevertheless

Undermine the weight of the evidence. United| States v.
Bonalle, 858 E.2d 1427, 1436 (Sth Cir. 1988).



The Chain of Custody and Electronic Evidence.

In re Vinhnee v. Vinhnee, 336 B.R 437 (9th Cir. 2005)

Electronic evidence Is only admissible if “built-in safeguards
1o ensure acecuracy and identify. errers” are demonstrated.

Reguires testimony. regarding policies relating| te: data
collation, extraction, and system conirel procedures,
Including access privileges, legaing ofi any. changes, hack-
Up) practices and audit procedures.

Adeguate measures to ensure data integrity. must he shown.

Authentication requires a shewing| that the withess has
sufficient training and experience to credibly assert integrity.

IRl the absence of evidence of safieguards and acceptanle
authentication testimeny. by a plaintiff, there was ne error in
granting judgment fier a defendant Whe did not even respond
o1 the complaint.



Conclusion
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